DOGKET FILE COPY ORIGINAL  Recelved & Inspected

Washington County Rural Telephone Cooperative, Inc. JUL -3 2014
PO Box 9 + 105 E. Railroad Street + Pekin, Indiana 47165 .
: FCC Mail Room

REDACTED — FOR PUBLIC INSPECTION

June 27, 2014

Via Electronic Filing

Marlene H. Dortch, Secretary

Federal Communications Commission
Office of the Secretary

445 12" Street, SW

Washington, DC 20554

Re: WC Docket No. 10-90, WC Docket No. 11-42
2014 ETC Annual Report of Washington Countv Rural Telephone Cooperative Inc.
Study Area Code 320834 _

Dear Secretary,

On behalf 6f Washington County Rural Telephone Cooperative, Inc., we have attached for filing confidential
and redacted versions of the FCC Form 481 ETC annual reporting information pursuan_t to 47 CFR 54.313 and
47 CFR 54.622 of the Commission’s rules. Washington County Rural Telephone Cooperative, Inc. seeks
confidential treatment under the FCC's Protective Order for the information filed pursuant to Section
54.313(1)(2) of the Commission’s regulations’. Washington County Rural Telephone Cooperative, Inc. also
seeks confidential treatment under the Commission’s existing confidentiality rules at 47 CFR 0.457 and 47 CFR
0.459 for the information filed pursuant to Section 54. 313(3)(1) The redacted vefsion is also being filed this
date via the FCC'$: Eiectronlc Commedt Fiiing Svstem '

Sipcerely,

SaraMorrls -

Accounting Manager
Washington County Rural Telephone Cooperative, Inc.

Enclosures

No. of Copies roc‘d.__O_i‘{._—

List ABCDE

! Connect America Fund et al., WC Docket No. 10-90 et al,, Protective Order, DA 12-1857 rel. Nov. 16, 2012
(Protective Order).
Tel: (812) 967-3171 + Fax: (812) 9674971 Emml ‘business.office@tele-mediasolutions.coop
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[ REDACTED — FOR PUBLIC INSPECTION Page2
i (100) Servica Quality improvement Reporting FCL Form 481
Dsta Collection Form OMB Control No. 3060-0986/0M8 Control No. 3060-0819
ngm
010> _ Study Area Code e
<015> Study Ares Name MABRINGTON CTY RURAL
<020> Program Year 1013
<030>  Contact Neme - Person USAL should contact regarding this data Sara Worcis
<035> _Contact Telaphone Number - Number of person identified In data line <030> 1137473831 ext.
<03%  Contact Email Address - Emall Address of parson identifiedin data line <030> _ vars Lons.coop
<110> Has your company received its ETC certification from the FCC? _Efmlo @
i your answer to Line <110> I5 yes, do you have an exsting §54.202(a) "5
<111> year plan® flled with the FOC? h'tlfnnlo 0
ﬁwmwﬂmdmummmnmuﬂhlm
repart, on line <112> di g the status of your
S&M'Smﬂnn‘mﬂhmmwc.nltmm”wmd
volce telephony service, 310834ini12.pat
<112> Attach Five-Year Service Quality improvernent Plan or, In subsequent years,
your annusl progress report Med pursuant to 47 CF.R. § 54.313(a)(1). M your companyls a
CETC which only receives frozen support, your progress report is only
required to sddress voice telephony service.
Name of Attached Document

Please check these boxes below to confirm that the attached documents(s), on line

112, contains a progress report on It five-year service quality improvement
plan pursuant to § 54.202(a). The infk shall be submitted at the wire
canter level or census block a3 appropriate.

«113>  Maps detailing progress towards meeting plan targets

<114> Report how much unhversal service (USF) support was recsived
<115>  How (USF] was used to improve service quality

<116> How (USFlwas used to Improwe service coverage

<117> How (USF) was used to Improve service capacity

<118> Provide an explanation of network improvermnent targets not met
in the prior calendar year.
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(200} Sarvice Outags Reparting (Volca) FCC Form 481
Dats Collection Form OMA Control No, 3060-0986/0MB Control Na, 3060-0813
July 2012
010> Study Ares Code 320834
«015> _Study Area Mame MAREINGTON CTY MURAL
0> Program Year 2018
<030> __ Contact Name - USAC should contact this data Sars morsis
035> Telephone Number - Number of parson Identified In data line <030 8129679331 axt.
<03%>  Contact Emafl Addeess - Emall Addrams of parson identified in dats ine <030>  sars.morrisftele-mediasolidtlons. coop
Les. i) o <bl> “b2> 43> <hiés <l <> <d> <a> <> < <h>
HORT Did This Outags
Raforance | Outage Start | Dutage Start | Outage End | Dutage End Mumber of 911 Faclites Sarvice Outage Afect Miitiphs
PamdaT Duts Timea Date Tima Affected Description {Chack Study Arsas Sarvice Outags Preventuthe
Customers {Yas [ Nao) ali that apply) {Ves / No) Rasohstion Proceduras
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010> Ares Code 10838
15>  Study Araa Nama WASRINGTON CTY AUWAL
020> Progrem Year 2013
<030> Contact Mame - Parson USAC showid contact regarding this data Saca Morzim
«<0315> Cantact Mumbar - Numbar of identified in dats ling <030>  BI29E75531 ext.
<038 Contact Emall Audress - Emall Address of Identified in dats fine <030>  sars.mocrisitel ssclutions.c:

<01 Fasidential Locsl Sirvice Chargs Bective Dste
<02 Sngle Batewide Fuidentisl Locet Snvics Chargs

<03

o fardepChumpe - {Totsdjes Hine Ratee and d

fawte Undversal Service Fos
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Page s

<l Area Code danks
<015>  Study Ares Name MARRINGTON CTY BUBAL
<20 _ProgramYesr 2018

<030> _Contact Neme - Persan USAC should contact regarding this data Bar Neccis

035> T Number - Rumber of \dentified In data line 9129675521 ant.

<039> Contact Emall Address - Emall mdmw*ullll lina <030> sars.smorvisfisis-sedissolutions.coop
Wayhington Coonaty Rural Teluphons Coopsrative, Inc.
L
LN
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<010> Study Area Code 310834

<015>  Study Area Name WASHINGTON CTY AURAL
<020> __Program Year 2015
<030> _Contact Mame - Person USAC should contact regerding this data Sars Morris

<035> _Contact Telephone Numbaer - Number of parson identified in data line <030> 8123673321 axt.
<033> Contact Emall Address - Email Address of person identified In data line <030>  sars.morriet di ions.coop

<910> Tribal Land{s) on which ETC Serves

<920> Tribal Govemment Engagement Obligation

Name of Attached Document

f your company serves Tribal lands, please safect (Yes, No, NA) for each these boxes
to confirm the status ibed on the attached d tis}, on line 920,

demonstrates coordination with the Tribal government pursuant to Select
§54.313(a)8) Includes; “":A’:"'
<921> Needs asssssment and deployment plenning with a focus on Tribel

<922>  Feasibifity and sustainability planning:

<923>  Marketing in 3 culturally sensitive ;

<924> Compiiance with Rights of way processes
<925> Compliance with Land Use permitting requiraments
<926> Compliance with Fadities Siting rules

<927> Compli with [
<928> Compliance with Cultural Preservation review processes
<919 Comphiance with Tribal and Licansing requi
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‘OMB Control No. mwu 3060-0818

Jaeaas

MASRINGTON CTY RURAL

D20 | Program Vass 018
<030> _Contact Name - Person USAC should contact regarding this data Sase worets
<035> Contact Telephona Number - Number of person identified In data line <030> _ si2361352) et

<039> Contact Emall Address - Emall Address of person identified In data line <030> _ yure.morristtsle-seeisnoiutions coop

Please chack this box to confirm no terrestrial backhaul
<1120> options exist within the supported area pursuant to § 54.313(G)

Please check this box to confirm the reporting carrier offers =
broadband service of at least 1 Mbps downstream and 256 kbps

40 upstream within the supported area pursuant to § 54.313(G)
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<030> Contact Name - Parson USAC should contact this data Sass sercie
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<03%> _ Contact Email Address - Emall Address of person identified In data line <030> 4y 0y worriviisie-sedissolotions .cooo |
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<1210> Terms & Conditions of Voice Telephony Lifeline Plans

Name of Attached Document

<1220>  LUink to Public Website HTTP

“Please chetk these boxes below to confirm Mthmwwmh 1210,

or the website ilsted, on fine 1220, contains the required to
ium[ﬂmmmmmmmmmmm
annually report:

221>  Information describing the terms and conditions of any voice 3
telephony service plans offered to Lifeline subscribers,

<1223 Detalls on the number of minutes provided as partof the plan,  [Lou)

123> Additionsl charges for toll calls, ind rates for eachsuchplan. (]
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101%
<30 Comtact - shotd contact this data Bars Wogeis
> - Mumbar of Indats bee <030s 0139673321 ext.
<> Cortact Emall - ddruss of derstafied in doty e <UD

TO B COMPLETED BY THE REPORTING CARRIER, IF THE REPORTING CARRIER IS FILING ANNUAL REPORTING ON ITS OWN BEHALF:

Cartification of Officer &s to the Accuracy of the Dats Rap:

ey

sad In

Date  P8/27/2014

g Do Do oy tpe; 91/47/7924

Act of 1384, 47 UL M SOL SOBL or fine of Imprisonanent
urder Tty T of the Usnitedd States Code, 18 LAC § 1000
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<015> Sy Ares Hame MASHINGTON CTY RURAL

e m Year 201%

<030> Contact Nema - Person USAC ghoudd contact ragarding this dets Sars Morcis

<035  Contact = Number of ardified i data (nd 030> §179675511 ext.

=088  Contact Emall - of Icentifiad in dats Bne <0305 8, mor issalotions.coop

TO BE COMPLETED BY THE REPORTING CARRIER, iF AN AGENT IS FLING ANNUAL REPORTS ON THE CARRIER'S BEHALF:

Cartification of Officer to Authorize an Agent to Flla Annual Reports for CAF or U Reciplents on Behaif of Reporting Carrier
| cartity that flarme of Agant L iz ——
sto e inchide ensuring I of the snnual date

Filtng Dus Date for this ferm:

by At of WA, 47 USC 4 501, S030b), or ine o impriscemant
urer Tihe 18 of the Unitad States Dode, 18 U8.C, § 001

TO BE COMPLETED BY THE AUTHORIZED AGENT:

Cartification of Agent Authorized to Flie Anmual Reports for CAF or U R on Bahalf of Reporting Carrier
e ertity et 1o - e sy O
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Attachments
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03> Comtact - Person USAC showid contact

«035>  Contmct
03> Contact Emall Address - Emall

Mumber - Numbaer of

of

<Nl Residential Local Service Charge Effective Date
<02>  Single State-wide Residenttal Locat Service Charge

D

Sars Morris

Identified in dats fine <O0>

§129675521 axt.

_an . Tlek . ep Sl ae el S T
Residerrtis! Local s ndatory Extanded Arne
=_3 | SAC(OTG | Rate Type Sericaliate | Stats Subsciber Line Charge | Stats Univereal Servics Fas Servics Charge
™ Pe IN ™ 19.93 1.8 2.08 presy roa




REDACTED ~FOR PUBLICINSPECTION

0B Contact Narms - should contact this dsts Sars Warris
<iisr  Contact Telphone Mumbar - Humber of perian iduniified in dats ilme <030 B12941847) mwk.
<039 _ Contact Email Address - Emall Address of person identified In data line <030 sars.marrisltels-asdiswslutisss .goop
@ _an o ab S o o e : alis. >
T o " m =
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1to83s
EAMNUNETON CT] RUmAL
2013
Sars Warris
035>  Contact Talephone Number - Number of person identified in dota line 030> 8119673221 ext.
i [ - Address of incuts ing 03>  sars.sorcisftele-ssdlssolutions.
w Mashington Cousty Rural Telaphoos Coopsrative, lac.
_<ail> Holding Company o
_<B1> Operating Company i
Afates SAC Doing Business As Compamy or Brand Designation
Washington County Rural Telephone Cooperative, Inc. | imuu Tele-Media Solutions
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320834in510.pdf
Service Quality Standards & Consumer Protection Rules Compliance

Please refer to the following documents regarding annual CPNI Certification with accompanying
procedures as well as the documentation regarding the current Red Flag suspension status, including the
1/27/2011 Board of Directors Resolution that exempts Washington County Rural Telephone
Cooperative, Inc. from compliance with the FACT Act Red Flag Identity Theft Prevention Program. The
Board of Directors agreed to continue the indefinite suspension on January 19, 2012, January 17, 2013
and January 16, 2014.
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CPNI Template Submission

Announcing a new FCC.gov

Teil us what you think and help shape the future »

MIﬁsI!ﬂﬂmtEﬁﬂmlmﬂ!ﬂ!ﬁlMIMMs'
; ) Tili i'.". 2

CPNI Template Submission

Customer Proprietary Network Information (CPNI) Certification Home

Annual 47 C.F.R. § 64.2009(e) CPNI Certification Template
EB Docket 06-36

The new CPNI Submission was saved.

Confirmation Number: 77919324

Certification Year: 2013
Date Filed: Feb 21 2014 9:58AM

Name of Signatory: Roland King
Title of Signatory: President

. ® Washington County Rural Tel. Coop. Inc. dba Tele-Media
Company covered by this certification: Solutions (808455)

Attachment  ® CPNI Certification 2013.pdf

_ View and verify this CPNI Submission |

Return to CPNI Home
ECC Home Im@!_mlumm&lmlmmmtmn&mm I ﬂnctﬁmlg_
Federal Communications Commission Phone: 1-888-CALL-FCC - Privacy Policy
445 12th Street SW (1-888-225-5322) - Website Policies & Notices

Washington, DC 20554 TTY: 1-888-TELL-FCC - Pl
More FCC Contact Information... (1-888-835-5322)
Fax: 1-866-418-0232

E-mail: fceinfo@fee.gov

CPNI Template Submission Software Version 00.01.03 April 5, 2011



CPNI Template Submission http://apps.fcc.gov/eb/CPNI/fccCPNI_disp]

r REDACTED —FOR PUBLICINSPECTION

Announcing a new FCC.gov

Tell us what you think and help shape the future »

MIEIMIWIMIMTEMM'

rie | on {(CPNI) C Home

Annual 47 C.F.R. § 64.2009(e) CPNI Certification Template
EB Docket 06-36

Submission Confirmation Number: 77919324

Annual 64.2009(e) CPNI Certification for 2014 covering the prior calendar year: |2013

1. Date filed: [Feb 21 2014 9:50AM

® Washington County Rural Tel. Coop. Inc. dba Tele-Media

2. Namaof company(s) Solutions (808455)

covered by this certification:

3. Form 499 Filer ID(s): 808455

4. Name of signatory: [Roland King

S. Title of signatory: [President

6. Certification:

I, |Roland King [name of officer signing certification] , certify that I am an officer

of the company named above, and acting as an agent of the company, that I have personal
knowledge that the company has established operating procedures that are adequate to ensure
compllance with the Commission's CPNI rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification Is an accompanying statement explaining how the company's
procedures ensure that the company Is in compliance with the requirements (including those
mandating the adoption of CPNI procedures, training, recordkeeping, and supervisory review) set
forth In section 64.2001 et seq. of the Commission's rules.

The company [ C has © has not] taken actions (i.e., proceedings Instituted or petitions filed
by a company at either state commissions, the court system, or at the Commission against data
brokers) against data brokers in the past year. [NOTE: If you reply in the affirmative, please
provide an explanation of any actlons taken agalinst data brokers.]

The company [ C has © has not] recelved customer complaints in the past year concerning
the unauthorized release of CPNI [NOTE: If you reply In the affirmative, please provide a
summary of such complaints. This summary should include number of complaints, broken down



http://apps.fcc.gov/eb/CPNI/fccCPNI_disp

I REDACTED —FOR PUBLIC INSPECTION J

CPNI Template Submission

by category or complaint, e.g., Instances of Improper access by employees, instances of
improper disclosure to individuals not authorized to receive the Information, or instances of
improper access to online information by individuals not authorized to view the information.]

The company represents and warrants that the above certification Is consistent with 47. C.F.R. §
1.17 which requires truthful and accurate statements to the Commission. The company also
acknowledges that faise statements and misrepresentations to the Commission are punishable
under Title 18 of the U.S. Code and may subject It to enforcement action.

Signed: [ [* Signature of an officer, as agent of the carrier]

Attachments: Accompanying Statement expiaining CPNI procedures
Explanation of actions taken against data brokers (if applicable)
Summary of customer complaints (if applicabie)

CPNI Certification 2013.pdf
Return to CPNI Home
FCC Home | Search | RSS | Updates | E-Filing | Initiatives | Consumers | Find People
Federal Communications Commission Phone: 1-888-CALL-FCC - Privacy Policy
445 12th Street SW (1-888-225-5322) - Website Policies & Notices
Washington, DC 20554 TTY: 1-888-TELL-FCC - Requl Plug-i
More FCC Contact Information... (1-888-835-5322) - Freedom of information Act
Fax: 1-866-418-0232
E-mall: fecinfo@fce.gov

CPNI Template Submission Software Version 00.01.03 April 5, 2011
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1. Date filed: 02/21/2014

2. Name of company covered by this certification:
Washington County Rural Telephone Cooperative, Inc.

3. Form 499 Filer ID: 808455

4. Name of signatory: Roland King
5. Title of signatory: President
6. Certification:

I, Roland King, certify that ] am an officer of the company named above, and acting as an agent
of the company, that I have personal knowledge that the company has established operating procedures
that are adequate to ensure compliance with the Commission's CPNI rules. See 47 C.FR. § 64.2001 et

seq.

Attached to this certification is an accompanying statement explaining how the company's
procedures ensure that the company is in compliance with the requirements (including those mandating
the adoption of CPNI procedures, training, recordkeeping, and supervisory review) set forth in section
64.2001 et seq. of the Commission's rules.

The company has not taken actions (i.e. proceedings instituted or petitions filed by a company at
either state commissions, the court system, or at the Commission against data brokers) against data
brokers in the past year.

The company has not received customer complaints in the past year concerning the unauthorized
release of CPNL

The company represents and warrants that the above certification is consistent with 47 C.FR. §
1.17 which requires truthful and accurate statements to the Commission. The company also
acknowledges that false statements and misrepresentations to the Commission are punishable under Title
18 of the [1.S. Code and may subject it to enforcement action.

Signed: Ay Date: 02/40,//?

Attachment: Accompanying Statement explaining CPNI procedures
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Per the FCC CPNI rules [47 CFR §64.2009(e)] and as referenced in the attached signed
certification, Washington County Rural Telephone Cooperative, Inc. d/b/a Tele-Media Solutions,
herein referenced as the Company hereby certifies that the Company [and its affiliates] is in
compliance with the FCC CPNI rules and has outlined some of the important operating
procedures below in order to ensure the Company’s compliance in the protection of CPNI:

1.
2.

CPNI manual has been updated in order to account for all FCC CPNI rules, including the recent
revisions, and has been adopted by our Company’s board
CPNI Compiliance officer has been designated to oversee all CPNI duties, training, and activity
o Established an outbound marketing supervisory review process for the use of CPNI|
o Records are maintained for any marketing campaigns that utilize customers’ CPNI for a
minimum of one year
Employees have been trained on when they are, and are not, authorized to use or disclose CPNi
o Disciplinary process has been defined and Is In place for violations and/or breaches of CPNI
Carrier authentication requirements have been met
o All customer during a customer-nitiated telephone call are authenticated as being an
authorized account contact before discussing CPNI (non-caill detail or cali detall) without
utilizing readily avallable biographical or account information as defined by the FCC
o Call detall is only released to customers during customer-initiated telephone contact if a
password is provided. If the requesting customer does not provide a password, only the
following FCC approved methods are permitted for the release of the requested call detalil:
= Sending the requested detall to the address of record (only a physical or emaii
address assoclated with that particular account that has been in our company files for
at least 30 days)
= Calling the customer back at the telephone of record (only disclosing if the customer
was authenticated as being an authorized account contact)
= Having customer come in to Company’s office and provide a valid govermnment issued
photo ID
Notice to customer of account change as customers are notified immediately when a customer
creates or changes one of the following:
o password
o customer response to a back-up means of authentication for lost or forgotten passwords
o oniine account
o address of record
Notice of unauthorized disclosure of CPNI, a notification process Is in place in order to notify both law
enforcement and customer(s) in the event of a CPNI breach within the timeline specified by the FCC
Opt-out method for approval of CPNI use for marketing campaigns Is utiized
o Customers are nofified bl-annually of their rights for the use of their CPNI In marketing
campaigns
o New customers are notified of the opt-out procedure as a part of the customer sign-up

process
o Biiling system displays customer’s opting status
Compliance officer retains CPNI notifications and opting records for at least two years
Mdtﬂmal protection measures are taken above and beyond the current FCC CPNI rules
o Company takes reasonable measures to discover and protect against activity that is
indicative of pretexting
o Company maintains security of all CPNI, including but not limited to:
» Documents containing CPNI are shredded
= Computer terminals are locked when employee s not at the station
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]

RESOLUTION 01272011 OF THE BOARD'OF DIRECTORS FOR
WASHINGTON COUNTY RURAL TELEPHONE COOPERATIVE, INC.

RESOLUTION: At a meeting of the Board of Directors of Washington County Rural
Telephone Cooperative, Inc, hereafier referred to as the Board, which was held on
January 27, 2011, and the following resolution was unanimously passed:

BE IT RESOLVED, that the Red Flag Program Clarification Act of 2010
exempts Washington County Rural Telephone Cooperative, Inc. d/b/a Tele-
Media Solutions from having to comply with the FACT Act Red Flag Identity
Theft Prevention Program, hercafter referred to as the Program, which was
created in response to the requirements of the Red Flag Rules established by the
Department of the Treasury, Federal Reserve System, Federal Deposit Insurance
Corporation, Department of the Treasury, National Credit Union
Administration, and Federal Trade Commission, which implemented Section
114 of the Fair and Accurate Credit Transactions Act of 2003:

1. That the Red Flag Clarification Act amended the Fair Credit
Reporting Act with respect to the applicability of identity theft
guidelines to creditors.

2. That the Act narrowed the definition of a “creditor” as someone who
uses credit reports, furmnishes consumer information to credit
reporting agencies or “advances funds...based on an obligation of the
person to repay the funds or repayable from specific property pledges
by or on behalf of the person...” and narrowed the scope of the Rule
by exempting from the definition of “creditor” the following
criterion, “does not include a creditor ....that advances funds on

behnlfofapmonforexpenmmddamltoamcepmvidedby
the creditor to that person.”

BE IT FURTHER RESOLVED, that the Board will suspend indefinitely
Washington County Rural Telephone Cooperative, Inc. d/b/a Tele-Media
Solutions’ FACT Act Red Flag Identity Theft Prevention Program and will

review at least annually and comply as necessary to address changing identity
theft risks.

IN WITNESS WHEREOF, I have affixed my name as Secretary of said Washington
County Rural Telephone Cooperative, Inc., this 27th day of January 2011.

Betty J. Secretary



